
1  |  Viewpoints Exclusive  |  Q&A with Joshua Lowcock



Arun Kumar 
Chief Data 
& Marketing 
Technology Officer 

Sheila Colclasure 
Global Chief Digital 
Responsibility & 
Public Policy Officer

Jordan Abbott 
Chief Data Ethics Officer

Michael McCullough 
Chief Privacy Officer & Data Risk

Peter Smith 
Global Head of Data

Josh Daghir 
Sr. Strategist

Joshua Lowcock 
Chief Digital & Global Chief 
Brand Safety Officer

JoAnn Stonier 
Chief Data Officer

Ian Johnson  
Chief Operating Officer 

Dan Taylor 
Managing Director, Global  
Display Ads

Dave Smith 
SVP, Monetization & Yield

Martin Abrams 
Executive Director

Graham Wilkinson 
EVP, Product Innovation 
Host, All Jargon Aside

Expert Commentators

Viewpoints
Exclusive

https://www.linkedin.com/in/sheila-colclasure-4a88243/
https://www.linkedin.com/in/petersmithjr/
https://www.linkedin.com/in/joann-stonier-5540b86/
https://www.linkedin.com/in/davesmithgb/
https://www.linkedin.com/in/joshualowcock/
https://www.linkedin.com/in/arunkr1975/
https://www.linkedin.com/in/michaelmacmccullough/
https://www.linkedin.com/in/ianjohnson2/
https://www.linkedin.com/in/edantaylor/
https://www.linkedin.com/in/joshdaghir/
https://www.linkedin.com/in/jordan-abbott-7665335/
https://www.linkedin.com/in/grahamtwilkinson/
https://www.linkedin.com/in/sheila-colclasure-4a88243/
http://interpublic.com
http://interpublic.com
https://www.acxiom.com
https://www.macysinc.com
https://www.umww.com
https://www.rga.com
https://www.mastercard.us/en-us.html
http://google.com
https://www.pandora.com
https://www.rga.com
http://kinesso.com
http://kinesso.com
https://informationaccountability.org


An Ethical & Accountable 

Digital World

Arun Kumar, Chief Data &  

Marketing Technology Officer, IPG 

As the world has gone digital, it’s left us to 
confront tough questions about who we 
are and how we interact, not just as mar-
keters and technologists, but as people. 
The digital ecosystem, and the data that 
fuels it, is not always easy to understand. 
In fact, many have cited that a mad rush 
to innovate and consolidate has created 
an environment that is filled with a lack of 
transparency, a lack of trust, and a lack 
of accountability.  
 
Advertising aside, we find ourselves at a 
crossroads where truth and misinforma-
tion continue to jockey for the spotlight 
– in the news, in social media, and in ev-
eryday content. And that impacts all of 
us. To put it bluntly, there has never been 
a better time to talk about ethics and ac-
countability. And we firmly believe that 
together we can make it better, not only 
for our industry but for each other. 
 
In an attempt to have an open and honest 
conversation about the numerous issues 
facing our industry, we are happy to un-
veil this first edition of Viewpoints Exclu-

sives: The Future of Digital Responsibility. 
This report features a variety of subject 
matter experts from various industries 
whose views are both thought provok-
ing and balanced in their desire to help 
brands connect with people. Throughout 

the report, these industry leaders unan-
imously promote unhindered innovation 
and progress while equally emphasizing 
and ensuring that people must clearly 
benefit from these actions and have tan-
gible rights. 
 
Putting people at the heart of your busi-
ness is not just a good idea, it is the right 
idea. It must go beyond a corporate plat-
itude and become practice and princi-
ple of how you operate. Because when 
we are not consistent, when we neglect 
people’s preferences, when we are not 
transparent, we do our entire industry a 
disservice.  
 
Enter the regulatory authorities and gov-
ernments across the globe, who are ac-
tively setting up rules, regulations, and 
policies for our entire industry. Because 
we have largely remained silent, content 
to let others speak on our behalf, they are 
left operating without the benefit of our 
shared experience. The problem is this - 
if we don’t all come to the table and join 
the conversation then the rules, regula-
tions and policies on the horizon are likely 
to favor a powerful few.   
 
Start-ups, smaller publishers, and inno-
vators will continue to struggle to bear 
the brunt of regulatory exposure as they 

https://www.linkedin.com/in/arunkr1975/
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seek to create and enter new markets. 
What’s worse is that innovation will be 
stifled. And innovation is what has al-
ways created new and meaningful ways 
for us to communicate, reach, and con-
nect with each other. 

Brands and marketers are caught in the 
middle of the debate between big tech 
companies, smaller start-ups, consum-
er groups and regulators.  And what con-
cerns all of us the most is the impact it 
has on our constituents – the people, the 
customers we serve. We all believe we 
must do the right thing by people, and 
that’s not always easy. 
 
Brands that seek to foster a genuine 
conversation with people must respect 
their rights and build digital responsibili-
ty into the heart of their strategies. These 
practices cannot be an afterthought 
or a question left to the legal depart-
ment.  And these ethics are not just the 
responsibility of the brand and the CMO, 
they are a fundamental responsibility of 
any agency, technology, media, and data 
partner.   
 
As CCPA morphs into CPRA, as Europe-
an authorities move toward the next evo-
lution of GDPR, and as other countries 
decide where they fall on the spectrum 
of privacy, an ethical and accountable 
approach to marketing will become not 
only an imperative but a differentiator for 
those who do it well. Over the next five 
years, it has the potential to change ev-
erything, giving us the power to re-imag-
ine marketing. 
 
As part of this reimagination, we will have 
two mutually exclusive choices with op-

posite but proportional outcomes. We will 
either have a more balanced version of 
precision marketing, driven by consum-
er advocacy and brand participation, or 
we will have a world driven by practices 
and regulations that stifle innovation, and 
quite frankly deliver far less creative and 
engaging experiences for people. 
  
While opacity is often a stumbling block, 
there are many industries where deep-
ly complex subjects have been under-
stood and regulated: space and telecom 
come to mind. It is incumbent upon us 
within the marketing and advertising 
ecosystems to ensure that people, gov-
ernments and regulators have full trans-
parency into what we do and how we do 
it. After all, precision marketing cannot 
be harder to understand than landing a 
rocket on the moon.  
  
True business success for our brands will 
come only when people sit at the heart of 
our decision making. This requires a deep 
level of empathy, connection and forward 
thinking – the ability to simultaneous-
ly respect people’s rights and anticipate 
their concerns around data usage – even 
when laws don’t exist.   
 
The future of marketing – with digital re-
sponsibility and privacy at the core – has 
the promise to enable long-term business 
impact while operating in the best inter-
ests of people, and continuously advo-
cating for their rights. It has the potential 
to accelerate innovation in the market-
place in a faster and more robust manner 
than we’ve previously experienced. We 
think it is a future worth fighting for. 

Won’t you join us? 
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Now is the Time for a National Privacy 

Law as CCPA Looks to Grow Stronger 

Jordan Abbott, Chief Data Ethics Officer

It’s hard to believe 2020 is still here 
after all that we have been through 
as a country. Every year typical-
ly has a few defining moments that 
are later marked in the history books 
as significant changes, but the past 
few months have contained so many 
world-changing developments that 
it seems likely 2020 will get its own 
history book with multiple volumes. 
It’s getting harder to believe we’re not 
involved in some type of lab experi-
ment testing every possible scenario 
at once. 
 
Despite all we have gone through so 
far this year, one significant event 
is getting widely overlooked due to 
a global pandemic, civil unrest and 
even murder hornets to name a few. 
This event has the potential to disrupt 
the way people view privacy laws in 
this country for many years to come.  

This year marked the start of the Cal-
ifornia Consumer Privacy Act (CCPA) 
which gives residents of California un-
precedented rights to control what in-
formation companies collect on them 
and how it’s used. This legislation pro-
vides a handful of new rights to pro-
tect people’s data and personal infor-
mation online by allowing the ability 
to have the data that companies col-

lect to be deleted and opt out of those 
companies selling it to third parties.  

CCPA also puts a lot more respon-
sibility on businesses who have to 
keep track of this data. It’s import-
ant to remember that we’re not just 
talking about the Googles and Face-
books of the world, but any company 
that does a lot of business online—
which in today’s digital world, is most 
companies. 

In short, CCPA applies to any compa-
ny that operates in California and ei-
ther makes at least $25 million in an-
nual revenue, gathers data on more 
than 50,000 users, or makes more 
than half its money from the sale of 
user data. While the law has been in 
effect since the beginning of the year, 
the enforcement of the law started 
on July 1, and the Attorney General 
has already sent out Cease & Desist 
letters to several companies alleg-
ing violations of the CCPA. Not sur-
prisingly, class action attorneys be-
gan filing cases even sooner alleging 
unreasonable security measures. 
Walmart was recently sued by a Cal-
ifornia resident on behalf of a class 
of California consumers, claiming the 
company had a data breach that vio-
lated CCPA. These developments are 

https://www.linkedin.com/in/jordan-abbott-7665335/
https://www.acxiom.com
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In addition to using data for good in a glob-
al health crisis, there are other uses of data, 
like for marketing, that bring real value to 
people. Advertising helps people get rele-
vant information to assist them in making 
choices on an endless array of goods and 
services. And it helps brands — in sectors 
like financial services and banking, con-
sumer goods, transportation and hospital-
ity — to understand customers and deliver 
them marketing messages that are more 
relevant, consistent and effective. Da-
ta-driven marketing helps businesses re-
duce wasteful ad spending and helps fund 
free or low-cost products and services on 
the internet, including free search, email 
and social media platforms, as well as cus-
tomized content.  
 
Privacy regulations should seek to balance 
peoples’ rights to transparency and con-
trol with the many benefits of a data-driven 
economy and with the need for companies 
to be able to run their businesses efficiently 
and effectively. Laws like the CCPA and the 
EU General Data Protection Regulation re-
quire companies to invest millions of dollars 
to ensure they can comply, yet, according to 
our benchmarking, most companies have 
seen very few verifiable access requests 
or opt-outs taking place. For example, Acx-
iom has offered the right to opt out of our 
marketing products for more than 25 years 
– long before CCPA existed – and the num-
ber of opt out requests we receive has re-
mained steady, with no noticeable spike in 
requests after CCPA went into effect. Sim-
ilarly, we have had less than 500 verifiable 
requests for access or deletion since Jan-
uary.  These suggest a real disconnect be-
tween what people say about their privacy 
and what they do. 

According to a recent study commissioned 
by Acxiom on the willingness to share data, 
three out of four people agreed that when 
data is managed properly, it greatly bene-
fits people. Despite all the good that comes 
from data and people’s positive attitude to-
wards the ethical use of data, there are still 
those who are pushing for stricter regula-
tions. 

Let it be very clear, we want to be good 
stewards of data! Acxiom would never ad-
vocate that we get rid of regulations or not 
emphasize the vital nature of ethical data 
governance. We will always go above and 
beyond what the law requires because 
we believe in data ethics. These laws have 
good intentions and companies such as 
Acxiom, which has been a champion of 
digital responsibility and ethical data use 
for more than 50 years, wants to support 
them. But these current laws and regula-
tions can cause many challenges for our 
industry for years to come. 

It’s in our country’s 
best interest to 
have a national 
standard that 

benefits both people 
and businesses by 

providing uniformity 
and certainty without 
deterring innovation 

and competition. 

only the beginning of the potential influx of 
lawsuits and penalties we could see in the 
years to come.  

If enforcement of the law hasn’t been a 
wakeup call for businesses, now it seems 
like the original architects of CCPA think 
the law is not strong enough on its own and 
want to take it a step further. In November, 
California residents will be voting on the 
California Privacy Right Act (CPRA) which is 
the next evolution of privacy law and, ac-
cording to its supporters, strengthens the 
perceived weaknesses of CCPA. 

In a nutshell, CPRA wants to limit the use 
and sale of personal information for ad-
dressable advertising and will also create a 
new state government agency in California 
with specific direction to enforce CCPA.  
 
This could cause several challenges, as 
there’s a whole chain of players such as 
publishers, supply side platforms, demand 
side platforms and advertisers in the dig-
ital ecosystem when it comes to the use 
and sale of data. Across that chain, they’re 
sharing data that’s considered personal in-
formation with each other. The proposed 
law wants to stop this sharing of data be-
cause supporters think if someone has 
opted out of the “sale” of data that data 
sharing in the digital ecosystem should not 
be allowed. And this is where the debate 
starts because the digital ecosystem is 
saying it’s not a sale because no exchange 
of anything of tangible value is taking place. 
This new law will change the definition of 
“sell” to include “sharing of data.”  

There’s also a provision in the proposed 
law that says a covered business can use 

a service provider to help with their data 
strategy as long as there’s a written con-
tract that prohibits certain things, such as 
the service provider not combining the data 
from the business with third party data. 

This really restricts what data providers like 
Acxiom and others can do for their clients. 
Coalitions like the US and California Cham-
bers of Commerce, the Business Roundta-
ble, Privacy for America, and the ANA are 
against this law and have provided several 
points of view on these issues helping ed-
ucate California residents and voters of the 
potential harms, not just to the marketing 
and advertising industry, but to the Califor-
nian, national and global economies.   
 
Responsible data collection and the ethical 
use of that data should not be under attack. 
In fact, data collection and analysis are be-
coming key weapons in the fight against 
COVID-19. Many companies and govern-
ment agencies have used data for things 
like contact tracing and getting important 
health information to communities and to 
those at highest risk. The key to fighting the 
misconception that data collection is bad 
is to highlight the many ways data is being 
used for good. 

The key to fighting 
the misconception 

that data collection is 
bad is to highlight the 

many ways data is 
being used for good.
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Sheila Colclasure on Digital Responsibility

Sheila Colclasure explains what it means to be digitally 
responsible and what Kinesso is doing to address data 
regulation and privacy concerns.
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In reality, these laws give the largest plat-
forms more power by adversely impact-
ing independent data providers and small 
businesses in terms of productivity and the 
expense to comply with these laws. The 
largest platforms feel they have sufficient 
consent to collect and use the data and 
believe they have provided adequate no-
tice to people, so they’re well-positioned 
and so big that they can throw millions of 
dollars at these regulation changes and not 
feel it.  

People understand that the largest plat-
forms collect their data in an effort to im-
prove consumers’ experiences and to gen-
erate revenue by selling advertising. But 
there is less awareness of other data pro-
viders that collect, source and otherwise 
license information about people who are 
not their customers. The growing commer-
cial use of data is outpacing the public’s 
understanding. 

CPRA won’t be the last legislation we will 
see as other states look to pass similar 
laws and Congress has accelerated the 
debate for a national privacy law. Over the 
years, Congress has put forth various leg-
islative proposals regarding data priva-
cy. None of the past legislation received 
the support necessary to enable passage 
of a comprehensive national data privacy 
law. Due to CCPA and CPRA, that is likely to 
change.  

Still, people deserve to know who is col-
lecting data about them, why it’s being col-
lected and the types of companies with 
which the data is being shared. They should 
also have assurances that companies col-
lecting data have adequate measures in 

place to ensure security and confidential-
ity. That’s why, until we have a national pri-
vacy law, we should pursue a national data 
provider registry to help people understand 
which companies provide these services 
— and learn the difference between good 
data actors and bad ones.  
 
Unfortunately, the irresponsible actions of 
some individuals and organizations have 
cast a shadow over data collection and 
use. They violate people’s privacy, profit 
from stolen data and commit fraud. In-
creasing transparency — initially through 
a data provider registry and ultimate-
ly through a robust and balanced nation-
al privacy law — would help reduce the 
conflation of legitimate, regulated entities 
with unethical companies and criminals. 
 
We believe it’s time for a national data pri-
vacy law, one that gives people meaningful 
rights — to know who has their data, how it 
is used and how to opt out while preserving 
current responsible uses of data for mar-
keting and advertising. It’s in our country’s 
best interest to have a national standard 
that, done thoughtfully, benefits both peo-
ple and businesses by providing uniformity 
and certainty without deterring innovation 
and competition. But unfortunately, inter-
vening events in 2020 have taken the focus 
off of this important legislation.  
 
In the end, a national privacy law should be 
about accountability – people shouldn’t 
have to think about it or worry about how 
their data is being used. People should 
know their data is under control and won’t 
be used to harm them. If someone wants 
to take steps to protect their data further, 
that option should be available to them. 

https://vimeo.com/384053127
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I’m not sure that you ever know at any giv-
en time how the skills and experiences 
that you are acquiring are going to play 
out into the future but I do know this, as a 
Chief Data Officer – a relatively new role – 
I have to have the ability to keep learning 
and I have to have the ability to keep be-
ing creative.  There are just too many new 
challenges and there is too much new in-
formation to process – so I think all of my 
different skills and experiences come into 
play as I design different solutions for the 
firm.

S: How do you think prioritizing data 

enhances the value exchange be-

tween your brand and consumers?

 

J: In this data-driven world, every-
thing must start and stop with 

the individual. At Mastercard, we be-
lieve that you have to design your prod-
ucts and solutions with the consumer at 
the center of your process and of your 
thinking. Responsible data innovation 
honors individuals and their data rights 
and delivers new products, services and 
solutions that make their lives better.  

Mastercard’s brand stands for safe-
ty and simplicity – and when you con-
nect those brand attributes to what that 
means to individuals – it means han-
dling their data with security and pri-
vacy at the center as well as in a man-
ner that is accountable, has integrity, is 
transparent and gives the individual a 
sense of control. In this spirit, at Master-
card, we launched our Data Responsi-
bility Imperative, establishing a core set 
of human-centric data principles guid-

ing the ethical collection and use of data 
for innovation, while also advancing a 
dialogue around how organizations can 
work together to identify best practic-
es for doing so. We believe these efforts 
strengthen the mutual trust between 
Mastercard, our customers, partners 
and cardholders. 

S: Where does the data strategy sit 

within the Mastercard organiza-

tion and how does it benefit business as a 

whole? Talk a little bit about your respon-

sibilities.

J: Data strategy at Mastercard is 
a primary responsibility of the 

Chief Data Officer – but is a key en-
abler of innovation across every fac-
et of our business.  As Chief Data Offi-

Truly innovating 
with data requires 

us to go further.  
It means having 
integrity in data 

analytic processes – 
minimize bias, ensure 

good data quality, 
make sure the data 
is consistent, timely 
and fit for purpose.

Responsible Data Innovation: 

A Conversation with JoAnn Stonier

Chief Data Officer

Sheila Colclasure sat down 

with JoAnn Stonier for a con-

versation focused on data 

strategy, ethics and brands’ 

responsibility to consumers. 

Sheila Colclasure: Tell us about 

your background and experience 

and how it informs the decisions you 

make today as the Chief Data Officer 

for Mastercard.

 
JoAnn Stonier: When I look back at 
my career, I think a pattern emerg-
es – of  always being interested in 
learning new skills and having new 
experiences. As a result, when I 
look back at all of my different ex-
periences, I can see how the skills 
I acquired at different points in my 
career all assist me in my current 
role at Mastercard.  

I started my career as an auditor at 
a time when computer assisted au-
diting was just getting started, and 
I learned a range of skills of how to 
flowchart, how to understand sys-
tems, processes, and controls – all 
of which are incredibly helpful when 
you think about how products and 
solutions are built from data.  I then 
went on to a career in finance and 
those skills have made me a better 
business person – and have helped 

me use my accounting and finance 
education.  I then went back to law 
school – where I learned how to 
reason, use logic and apply laws to 
a set of facts. Those skills assisted 
me when I was Chief Privacy Officer 
and still assists me when I am in the 
process of trying to figure out how 
to operationalize privacy and oth-
er types of data laws, requirements 
and restrictions.  And my time 
working in M&A, has helped me to 
think strategically relative to how 
different pieces of a puzzle come 
together. 

Responsible data 
innovation honors 

individuals and 
their data rights 

and delivers 
new products, 
services and 
solutions that 

make their lives 
better.  

https://www.linkedin.com/in/joann-stonier-5540b86/
https://www.mastercard.us/en-us.html
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to understand data practices and en-
gage in the conversation.  

I also think we are going to see new uses 
of big data analytics, more machine 
learning and artificial intelligence and 
that we are going to have to really think 
long and hard about how we use good 
quality data in those processes, under-
stand the various types of bias that can 
be included in data sets – and ensure 
that we build methods to allow an un-
derstanding of AI and machine learning 
outcomes.

S: Can you share a few data respon-

sibility best practices that all busi-

nesses should be adhering to right now?

 

J: At Mastercard our Data Respon-
sibility Imperative and our hu-

man-centric data principles guide how 
we innovate with data. For us this means 
ensuring we design new products and 
solutions with privacy and security as a 
baseline, are accountable for all of our 
uses of data – and are able to be trans-
parent and explain our data practices.  
When we use personal data we need to 
give individuals the ability to have access 
to their data, get a copy of their data and, 
of course, correct any information that is 
wrong.  But these are just the baseline 
practices that most organizations have.  

Truly innovating with data requires us 
to go further. It means having integrity 
in your data analytic processes – min-
imize bias, ensure good data quality, 
make sure the data is consistent, time-
ly and fit for purpose.  When you are in-
novating, make sure you are working 
to create the next generation of ethical 
practices – practice data minimization, 
good data governance and bring in both 
internal and external experts to under-
stand risks.  And of course, in this time 
when we need to find solutions to real-
ly large-scale societal problems – you 
need to understand how to responsibly 
share information with other parties, 
and do so in ways that not only ensure 
privacy and security – but enable solu-
tions that benefit all parties and also 
minimize risks. 

I think that we are on the cusp of 
many changes in society as a result of 
COVID19 – one of which will be an in-
creased use of data to solve problems. 
This change will give the data experts 
in the world an opportunity to improve 
our responsible data practices. At Mas-
tercard, we are already working with a 
group of companies to start to publish 
some best practices, but I suspect that 
we are just at the beginning of a very 
exciting journey and discussion – and 
it will be really interesting to see where 
we go. 

cer, my team and I are responsible for 
ensuring Mastercard’s information as-
sets are available for innovation while 
navigating known and future data risks.  
This means understanding our business 
strategy and helping to create the cor-
responding data strategy. It means un-
derstanding our data – both the data we 
currently have including our data quali-
ty, data governance, data policies and 
data use, as well as finding and sourc-
ing the data we need.  My team then as-
sists our product development teams to 
utilize data to innovate and develop new 
products and solutions in a safe, secure, 
privacy-aware, ethical and responsible 
manner. 

S: What are your predictions on the 

future of Digital Responsibility?

J: Digital and Data Responsibility are 
beginning to be widely understood 

by more and more people as our lives are 
driven by data.  I think that this under-
standing and awareness is likely to in-
crease as data use becomes more ubiq-
uitous as all elements of society adapt to 
a post-COVID world.  I think the trend to 
use data to create solutions to societal 
problems will mean that individuals will 
expect and demand that organizations 
that collect and use data – especially 
personal and sensitive data, like health, 
economic and financial data – use re-
sponsible and ethical data practices. 

This means that organizations are going 
to have to be more transparent about 
how they use information, how they 
share it with other organizations to cre-
ate solutions and solve societal prob-
lems. But,  it also means that individuals 
are going to have to be part of the con-
versation as well, so organizations are 
going to have to make it easier for them 

In this time when we need to find solutions 
to really large-scale societal problems 

– you need to understand how to 
responsibly share information with other 
parties, and do so in ways that not only 

ensure privacy and security – but enable 
solutions that benefit all parties and also 

minimize risks.
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we work with - whether that’s clients, 
data, media, or industry - accountable 
to abiding by the digital responsibility 
standards and practices we have es-
tablished. 

Q: Beyond simply complying with 

regulations, why should brands 

care about digital responsibility? How can 

formalizing this practice benefit business 

as a whole?

 

A: Brands should care about Dig-
ital Responsibility because the 

people they serve care about privacy 
and the way their data is used. Shosha-
na Zuboff wrote an excellent book 
called “Surveillance Capitalism” and the 
phrase is entering the lexicon because 
data collection and use can feel like 
“surveillance”.  

We have seen that organizations lack-
ing a process for Digital Responsibility, 
like Cambridge-Analytica, demonstrate 
the weaponization of data, or the ma-
nipulation of democracy and the preying 
upon of prejudices and fears. It’s easy to 

believe that you, your business, or your 
clients wouldn’t allow for an incident like 
Cambridge-Analytica to happen, but 
unless you formalize the practice, set 
those boundaries and draw that line in 
the sand you leave room for history to 
repeat itself. 

The problem with a purely compli-
ance-focused approach is that you can 
find yourselves looking for loopholes, 
but if you have a process for digital re-
sponsibility you will not look for loop-
holes, but instead for ways to be open, 
transparent, fair, and equitable with the 
people who trust you with their data.

Q: How often should brands be com-

municating about topics like data 

privacy and brand safety with their con-

sumers? Does the general public have an 

appetite for this type of information? 

A: The public cares and has an ap-
petite for information about pri-

vacy, brand safety, and brand respon-
sibility. Organizations need only look at 
the “techlash” and trends like #Delete-
Facebook to see the impact of failing 
to treat data privacy and brand safety 
seriously. People describe advertising 
that follows you as “stalking”; targeted 
ads can feel “intrusive”; and the misuse 
of data can be labeled as an “invasion 
of privacy”.  All of this is a result of peo-
ple feeling they have lost control of their 
data.

The broad media analysis and conver-
sation on digital privacy demonstrates 
that the public cares. Brands like Apple, 

The lesson for brands 
is to communicate 

on how they are 
giving control back, 
restoring trust and 
demonstrating that 
trust is deserved. 

Data Regulation as the New Normal: 

Q&A with Joshua Lowcock

Chief Digital Officer, UM & Global Chief 
Brand Safety Officer, IPG Mediabrands

Q: These days, everyone has 

a slightly different take on 

Digital Responsibility. Can you 

share your views on how Digital 

Responsibility should be incor-

porated into a client’s marketing 

practice and beyond into their larg-

er business strategy? How does 

the Mediabrands & Kinesso joint 

value proposition support this inte-

gration?

 

A: Digital Responsibility is 
more than just compliance. 

It’s easy and tempting to define 
the practice simply as “Privacy 

Compliance” and while compli-
ance is critical and mandatory, 
the shift in the public sentiment on 
data collection, use, and fears of 
abuse requires different organi-
zational thinking.

So what does Digital Responsibil-
ity mean? It’s now not only about 
abiding by regulations but also the 
spirit intended by the regulations. 
It’s about having your marketing 
and business strategy aligned on 
the moral compass you will use to 
determine when and how you use 
data and where you want your 
ads to appear. It’s about applying 
ethical standards to how you col-
lect, disclose, and use data, and 
having an organizational culture 
that is aligned to those values.

The combination of IPG Medi-
abrands and Kinesso working 
in tandem to solve client needs 
serves as an example of how or-
ganizations should think about 
Digital Responsibility. In this case, 
Mediabrands represents the busi-
ness use of data for our clients 
and Kinesso, the underlying tech-
nology to manage and protect 
data. Together, both Mediabrands 
and Kinesso hold the partners 

It’s about having 
your marketing 
and business 

strategy aligned 
on the moral 

compass you will 
use to determine 

when and how 
you use data. 

https://en.wikipedia.org/wiki/Shoshana_Zuboff
https://en.wikipedia.org/wiki/Shoshana_Zuboff
https://www.linkedin.com/in/joshualowcock/
https://www.umww.com
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So, brands have a significant role to play 
in demonstrating that they can behave 
responsibly when it comes to the han-
dling of data and must earn the trust of 
the public and regulators. Failure to do 
so puts power in the hands of regulators. 

In simple terms, public trust is not a giv-
en. Brands need to earn it and failure to 
do so results in regulation.

Brands should partner with regulators. 
Regulators act based on public demand; 
resisting regulation means you’re resist-
ing the groundswell of concern coming 
from the public and brands serve the 
public. Partnering with regulators is key 
to ensuring that they understand your 
business, the media, marketing, and the 
data ecosystem. Partnering with regula-
tors will ensure solutions are put in place 
that benefit the public but are also fair 
and encourage competition.

Q: What are your predictions for the 

future of data regulation and pri-

vacy? Do you anticipate an uptick in laws 

similar to the likes of CCPA and GDPR? 

A: If there’s one guarantee right now 
it’s that we’ll be seeing more data 

regulation and privacy laws emerge with 
time. 

If there’s someone to put at fault, it’s 
companies, brands, and industry asso-
ciations that are trying to resist the ab-
solute and fundamental shift in public 
sentiment by finding workarounds for 
existing or proposed regulations. 

The desire by not all, but some marketers 
to try and circumvent regulation by try-
ing to “be clever” with the interpretation 
means there’s potential for even stricter 
forms of CCPA and GDPR regulation. That 
situation is why I always tell people that 
there needs to be an understanding that 
the public demand for privacy and data 
regulation is the new normal, and the 
only way forward is to accept this and 
plan for the future – not to look back.

I also predict that more people in the 
data and digital industry will make the 
move to public service for government or 
regulators. This will start as a slow trick-
le at first but given time, will accelerate 
and have dramatic impact on the pace 
and type of data regulations that get de-
veloped. 

Q: It’s impossible to avoid discussing 

COVID-19’s impact on business 

and therefore, the marketing landscape. 

Has the pandemic’s effect on business 

changed the way brands handle con-

sumer data? What can we learn from the 

pandemic in terms of digital responsibili-

ty and the safe and conscious sharing of 

data?  

 

A: There are probably two learnings, 
as of this writing, from COVID-19 

about data. The first being that even 
when people are embracing new ways 
of working – like video conferencing – 
the rapid shift in sentiment to certain 
tools because of perceived security and 
privacy risks shows people care about 
privacy.

by marketing privacy as a feature and 
benefit, show that privacy is a point of 
differentiation.

The lesson for brands is to communi-
cate around how they are giving control 
back, restoring trust and demonstrating 
that trust is deserved. From a communi-

cation perspective, it’s less about “how 
often” and more about “walk the talk”. 
Make it easy for people to access priva-
cy controls, respond quickly to requests, 
and listen to consumers to understand 
public sentiment. It also means commu-
nicating in plain English, not legalese or 
12-page Terms and Conditions explain-
ing how data is collected and used, how 
to opt out, etc. This type of language is 
not a substitute for clear bullet points 
explaining what you do, don’t do and 
won’t do when it comes to data.

In the case of Brand Safety, this prac-
tice needs to be working alongside Dig-
ital Responsibility. It’s not enough to en-
sure your ads are not funding terrorist 
content. It’s as important to understand 

what your content DOES fund. We call 
this Media Responsibility, to bridge the 
gap between Corporate Social Respon-
sibility and advertising. Emphasizing the 
importance of being thoughtful and re-
spectful for how you use data and in-
vest your media budgets. Ultimately, 
you’re funding content that can contrib-
ute to social good such as news, enter-
tainment and culture as a whole. People 
value free content, but brands should 
not fund free content that causes harm 
to society such as misinformation and 
falsehoods. 
 

Q: At this point, we’ve all heard of 

GDPR and CCPA, but can you elab-

orate on how markets outside of the UK 

and California are handling data privacy? 

If you had to generalize, does the power 

lie in the hands of the consumer, regula-

tors or brands?  

 

A: Every market is taking a different 
approach to regulation because 

countries do have culturally different 
views on what data is “private”. This di-
versity is what makes the world great.

There is definitely an interplay of the 
three elements: 1. the public, 2. brands, 
and 3. regulators and each plays their 
part.  

The Public definitely comes first as 
brands and regulators serve the public. 
So responding to the public is key. That 
said, how the public forms their opin-
ions on data is based on the behavior of 
brands and the reaction of regulators.

There needs to be an 
understanding that 
the public demand 

for privacy and data 
regulation is the new 

normal.
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Sheila Colclasure on CCPA

Sheila Colclasure goes over CCPA – who it affects, how 
Kinesso is preparing, and what it really means for businesses.

Viewpoints Exclusive  |  Video: Sheila on CCPA  |  15

The other learning is that even if data can 
potentially be used as a tool to mitigate a 
problem, like a pandemic, people do not 
want to sacrifice their privacy, even if they 
understand the public value of sharing 
data. It’s one of the most interesting topics 
of debate: is there a way to balance per-
sonal privacy with public interest?

Collectively, across the industry, and 
with regulators, we need to decide how 
we solve for this balance. We need to 
establish ground rules in advance so 
that we are not making decisions in 
times of crisis that will lead to future 
abuse or a panopticon prison. 

Culture Make Digital Responsibility 
part of your culture.

Have clear values on how 
you will collect and use 
data.

Values

The rules of the road and 
public attitude toward data 
has changed, embrace it.

Acceptance 

Compliance is important, but 
you need to do more.

Compliance

Give control to the people 
you serve, so they can 
manage their data.

Empower 

Top 5 
things every brand should be aware of today when it comes to 

digital responsibility and data privacy. 
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of 2020, according to the Internation-
al Association of Privacy Professionals. 
Through the Data Venture Studio, R/GA 
Ventures is helping clients to identify key 
opportunities to implement digital re-
sponsibility across the data lifecycle by 
collaborating with emerging technology 
providers on not only privacy solutions, 
but also tools to enable increased trans-
parency and a more equitable value ex-
change between brands and consumers. 
The newest and perhaps most interest-
ing solutions fall into three broad themes 
that enable better, more innovative data 
use, while also building consumer trust 
and safety.

Protecting privacy

Fully Homomorphic Encryption

Fully homomorphic encryption (FHE) al-
lows companies to run computations 
and analytics against encrypted data 
without decrypting the data to analyze it. 
While this technique was first proposed 
in the 1970s, the immense computational 
requirements to process encrypted data 
made it impractical at scale. Today, op-
timizations to the method have allowed 
startups to implement commercial FHE, 
allowing organizations to secure their 
most sensitive data–even when it’s be-
ing used. 

Differential Privacy

Differential privacy is a true anonymiza-
tion method that protects identity by in-
jecting random data (“noise”) into a data 
set. While this anonymization comes at 
the cost of accuracy, differential priva-

cy is a technique that enables organiza-
tions to remain GDPR compliant without 
sacrificing valuable data. This is the tech-
nique that Google uses to collect anony-
mous user data in Chrome, and that the US 
government is implementing in the 2020  
Census. 

Enabling control

Personal Data Vaults 

As marketers seek to capture explicit con-
sent from consumers to use their data, 
some are turning to personal data vaults 
that allow users to grant permission for 
what, when, and how long their data can 
be used. Innovation in user experience 
is critical in this arena, as consumers are 
given unprecedented granularity in their 
control options. Startups are collaborating 
with brands to offer incentives that en-
courage data sharing, forcing marketers to 
carefully consider a fair value exchange. 

While similar data can be sourced indi-
rectly from data brokers and others, per-
sonal data vaults allow brands to cap-
ture it directly from consumers–so-called 
“zero party data.” With research by Expe-
rian suggesting that on average, 30% of a 
company’s data on a consumer is wrong 
(out of date, inaccurate, etc), offering tools 
like personal data vaults to capture zero 
party data can help to make marketers’ 
views of consumers more accurate and 
more complete. 

DSAR Automation

Data Subject Access Request (“DSAR”) is a 
right enshrined in the GDPR and the CCPA 

Emerging Technologies to Help Organizations 

Own Digital Responsibility and Data Ethics

Peter Smith, Global Head of  
Data, R/GA &  
Josh Daghir, Sr. Strategist,  
R/GA Ventures

The Business Case for 
Data Ethics

In the race for organizations to 
become more data-driven, a fo-
cus on data ethics can be lost. 
However, according to a dou-
ble-blind survey conducted by 
Cisco, on average, every dollar in-
vested in privacy returned $2.70 in 
benefit, with 70% of organizations 
reporting they receive significant 
business benefits from privacy ini-
tiatives, translating directly to op-
erational efficiency, agility, and in-
novation. Companies that use data 
ethically win big, everyday. 

Ethics are a key factor in building 
consumer trust. The yearly Edel-
man Trust Barometer, which tracks 
public trust in various industries 
and governments, concluded that 
ethical drivers such as integrity, 
dependability, and purpose gen-
erate 76% of the trust capital of a 
business, while competence ac-
counts for only 24%. Companies 
can hire the smartest data scien-
tists in the world, but if they end 
up building data harvesting ap-

plications and experiences with 
opaque policies, they won’t win 
the hearts and minds of consum-
ers –in fact, they’ll lose them. 

Wall Street has also taken no-
tice. The Global Reporting Initia-
tive, which provides a framework 
for how to assess ESG invest-
ments, added consumer privacy 
to its reporting standards in 2018.  
Data shows that ESG funds have 
weathered the market dynamics 
of COVID-19 more successfully 
than conventional funds. 

The case for ethical operations 
goes beyond compliance or good-
will – it’s about creating business 
resiliency. 

The R/GA Ventures  
Approach

R/GA Ventures has turned to the 
startup ecosystem to seek out in-
novators in data ethics. The space 
is ripe with opportunity: the num-
ber of privacy tech vendors grew 
from 44 in 2017 to 304 at the start 

https://iapp.org/media/pdf/resource_center/2020TechVendorReport.pdf
https://iapp.org/media/pdf/resource_center/2020TechVendorReport.pdf
http://www.rgadataventurestudio.com/
https://medium.com/privacy-preserving-natural-language-processing/homomorphic-encryption-for-beginners-a-practical-guide-part-1-b8f26d03a98a
https://digiday.com/marketing/what-is-differential-privacy/
https://digiday.com/marketing/what-is-differential-privacy/
https://static.googleusercontent.com/media/research.google.com/en//pubs/archive/42852.pdf
https://static.googleusercontent.com/media/research.google.com/en//pubs/archive/42852.pdf
https://www.adexchanger.com/data-driven-thinking/as-the-feds-blaze-a-trail-on-differential-privacy-will-ad-tech-follow/
https://www.adexchanger.com/data-driven-thinking/as-the-feds-blaze-a-trail-on-differential-privacy-will-ad-tech-follow/
https://www.cmo.com.au/article/665141/zero-party-data-what-earth-it-why-do-marketers-need-it/
https://www.emarketer.com/content/one-fifth-of-companies-believe-most-of-their-customer-data-is-inaccurate
https://www.emarketer.com/content/one-fifth-of-companies-believe-most-of-their-customer-data-is-inaccurate
https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf
https://www.cisco.com/c/dam/en/us/products/collateral/security/2020-data-privacy-cybersecurity-series-jan-2020.pdf
https://www.edelman.com/trustbarometer
https://www.edelman.com/trustbarometer
https://www.globalreporting.org/standards/gri-standards-download-center/gri-418-customer-privacy-2016/?g=b55d05c7-c587-4788-8898-5cb9e0d725fe
https://www.morningstar.com/articles/972475/sustainable-equity-funds-are-outperforming-in-bear-market
https://www.morningstar.com/articles/972475/sustainable-equity-funds-are-outperforming-in-bear-market
http://ventures.rga.com/
https://www.linkedin.com/in/petersmithjr/
https://www.rga.com
https://www.linkedin.com/in/joshdaghir/
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Balancing the Advertising Model: 

Q&A with Dan Taylor

Managing Director, Global Display Ads

Dan Taylor leads display advertising and pri-

vacy strategy for Google’s global business 

organization, focused on product innovation 

and advertiser engagement across Google 

Ads and Google Marketing Platform.

Q: What is Google’s approach 

towards privacy in general?

 

A: Google’s focused on build-
ing privacy that works for 

everyone. It’s a responsibility that 
comes with creating products and 
services that are free and acces-
sible for all. This is especially im-
portant as technology progress-
es and privacy needs evolve. We 
have a set of principles that guide 
our decision-making, like never 
selling user data to anyone and 
making it easy for users to control 

their privacy.  When it comes to 
ads, we are focused on ensuring 
transparency, choice and control 
to users about the ads they see 
while enabling a thriving, open 
web that helps make content ac-
cessible to all.

Q: How do you view the set of 

challenges and opportuni-

ties coming from regulators and 

consumer associations? How does 

it impact the development and de-

ployment of the products and solu-

tions that you build? 

 

A: I think about the advertis-
ing model being a balance 

between users, advertisers and 
publishers. Users can get access 

I think about the advertising model being 
a balance between users, advertisers 
and publishers. The opportunity for us 
as an industry is to ensure the model 

rebalances, such that users experience 
better privacy and marketers and 

publishers continue to thrive.

that ensures that consumers can see and 
access the data that any company has on 
them. Yet this process is time and capital 
intensive, with one estimate pegging the 
average cost to an organization of one 
DSAR at $200. One contributor to this ex-
pense is that an organization must verify 
the identity of the person requesting the 
data, to make sure that they aren’t illegit-
imately using a DSAR to get information 
on someone else. Startups offering DSAR 
workflows are some of the highest-pro-
file in this space, with privacy manage-
ment company OneTrust becoming the 
first unicorn in the privacy tech space in 
July 2019. 

Providing transparency

Data Mapping and PII Discovery

Hand-in-hand with DSAR automation 
is data mapping. As marketers and data 
teams pursue new data sources and ex-
periment with new ways to use them, 
those tasked with ensuring that their or-

ganization is practicing digital responsi-
bility often have little transparency into 
the full scope of their operations involv-
ing data. Data mapping solutions ensure 
that Data Protection Officers and others 
charged with ensuring the ethical use of 
data have complete visibility.

Explainable AI

Bias in AI, a well-researched phenome-
non, is exacerbated by the fact that the 
AI often operates within a black box, 
offering no transparency into its deci-
sion-making process. To understand 
how we can guide AI to make more ac-
curate and ethical decisions–and most 
critically, avoid discrimination or harm–
we need to better understand how these 
algorithms operate. In late 2019, Goo-
gle released a set of tools and frame-
works under the label Explainable AI to 
help developers build interpretable and 
more inclusive AI models. According to 
Crunchbase data, 20 startups are now 
working on this challenge.

Ethical Companies are Winning Big, Everyday

As organizational imperatives shift to focus on privacy, 
solutions for digital responsibility and data ethics are moving 
from the theoretical space of academia to the investment 
spotlight. Most notably, these solutions are already being 
successfully piloted and put into production by the world’s 
leading brands and agencies.
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https://safety.google/principles/?hl=en_US
https://www.linkedin.com/in/edantaylor/
http://google.com
https://wirewheel.io/wp-content/uploads/2019/10/WireWheel-eBook-Ultimate-Guide-to-Data-Subject-Access-Request-Management.pdf
https://www.bbc.com/news/technology-49252501
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https://hbr.org/2019/10/what-do-we-do-about-the-biases-in-ai
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https://hbr.org/2019/10/we-need-ai-that-is-explainable-auditable-and-transparent
https://cloud.google.com/explainable-ai
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mentality. If users are more relaxed on 

this, how do we balance the two? How do 

we properly tell the story and show the 

value exchange between the user and the 

technology companies? 

A: I actually think we are seeing 
similar shifts towards stronger 

privacy expectations from users as well 
as regulators; A recent Pew Research 

study found that many Americans don’t 
feel like they are in control of their pri-
vacy. Our focus has been on increasing 
the ways and ease in which consumers 
can control their privacy. I agree we as 
an industry have some work to do for 
consumers to understand the value ex-
change of using data to improve user 
experiences and in many ways enable 
large swaths of the web to be accessi-
ble for free.

Q: What does the future hold for com-

panies with data & technology at 

the core of their offerings?

 A: The use of data and technolo-
gy to provide relevant consumer 

experiences has been transformational; 
But if users don’t understand what data 
is being collected or how it’s used, they 
perceive the risks outweigh the benefits. 
I think any company that deals in con-
sumer data (almost all of them?) needs to 
ensure they grow customer relationships 
built on trust. Think about user jour-
neys in the context of what information 
is needed to make the user experience 
better. Would a consumer be surprised 
if that data was available to your com-
pany? Do they have the means to make 
changes, easily and in the moment? In-
creasingly I think you’ll see increased 
transparency and control to users over 
what data is collected and simpler ways 
for consumers to make adjustments in 
the moment.

The use of data 
and technology to 

provide relevant 
consumer 

experiences 
has been 

transformational; 
But if users don’t 
understand what 

data is being 
collected or how it’s 
used, they perceive 
the risks outweigh 

the benefits.

to information and great content, cre-
ators and publishers can thrive by get-
ting fair compensation for their work, 
and marketers can connect with people 
interested in what they have to offer. We 
see these consumer concerns and new 
privacy regulations as signals that this 
model is out of balance. The opportuni-
ty for us as an industry is to ensure the 
model rebalances, such that users ex-
perience better privacy and marketers 
and publishers continue to thrive.

Q: How do your end consumers think 

about privacy and how have they 

reacted to all of this?

 

A: Users are increasingly concerned 
about their privacy, signaled by a 

rise in ad blocking and private browsing. 
And we are seeing this change play out 

in how people interact with Google. Peo-
ple are more invested in understanding 
and controlling how their data is being 
used for ads. For example, daily active 
users on “My Activity” (where users can 
go to manage information that is saved 
to their Google Account, like search and 
browsing history, and permanently de-
lete specific activities or entire topics), 
have increased from two million users in 
2016 to over 16 million today. And in 2019, 
we saw people make more than 2.7 bil-
lion visits to their Google Account pages, 
where they can view or adjust how ads 
are personalized. 

Q: Regulations like GDPR and CCPA 

have sparked a lot of discussion 

centered on user privacy. We’re see-

ing technology companies and regu-

lators shifting towards a privacy-first  
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The MarTech/AdTech industry is 
in a crucible moment. There is a 
global deluge of new privacy laws;  
suppression of advertising IDs; 
pressure to honor external Do Not 
Track signals; increasing focus on 
content-rich, just-in-time notic-
es and opt-in/opt-outs; and let’s 
throw in 3rd party “privacy” agents 
and data localization laws for good 
measure. These are sea change in 
the marketing environment. One 
thing is certain for marketing tech 
– for more than 40 days and 40 
nights, for marketing tech – it’s 
going to rain. 

The industry doesn’t 

need to distribute 

more umbrellas. 

It needs to start 

building arks. 

I am not a marketeer. I am a CPO. 
For decades I’ve partnered with 
some of the best, fair-minded, 
talented, and customer-first mar-
keteers in the world to get to “yes” 
on campaigns, de-identification 
and matching techniques, and 
customer data management. Over 
that time, ongoing conversations 

begun in the wild west days of the 
internet have become more in-
volved and enriching on what pri-
vacy means in (digital) marketing. 
Conversations have evolved from 
ones of “(leveraged) risk and com-
pliance” to “trust and responsibili-
ty.” 

Still, I would be uncandid if I did not 
say that I have witnessed noth-
ing short of data chicanery in the 
marketing ecosystem. From false 
(contractual and non-contrac-
tual) claims of de-identification 
and anonymity; to the ingestion of 
“anonymous” data that was later 
“reidentified” by 2nd, 3rd, and 4th 
parties; to unauthorized matching 
of data in downstream segmen-
tations. Those data management 
failures are simply adscititious 
(just drops in the bucket) to all the 
data collected directly from cus-
tomers and citizens, appended, 
created by inference, or surveilled 
and shed from billions of person-
al and IoT devices. The sheer vol-
ume of accessible data defies 
meaningful human conception. All 
stored behind opaque, increas-
ingly imperial fortress walls be-
hind which lie vast data universes 
defined by utility in potentiate and 
opportunity.  

Trust Arks: Preparing for the Storm

Michael ‘Mac’ McCullough, Chief Privacy 
Officer & Data Risk

Strengthen your 
privacy policies 

Review how you currently collect and use 

data and ensure that it’s both consistent with 

your principles and complies with regulations. 

Prioritize giving users transparency and control.  

Make sure the partners you work with share 

your values and are transparent about their own 

approaches.

Building a sound foundation with your own 

customers and working to find new customers 

through a publishers’ own consumer 

relationships is a roadmap for delightful ad 

experiences. More tactically, get the most out of 

your measurement solutions with a first-party 

tagging and analytics strategy that enables 

more effective measurement and audience 

insights in a changing landscape.

Build first-
party customer 
relationships

User concerns, new regulations and browser 

changes are reshaping digital marketing. Work 

with your industry bodies like the IAB, ANA, 

4A’s, W3C and many others to help share the 

technologies and standards that will raise the bar 

for user privacy and a thriving ad-supported web. 

Get involved

to achieve personalization experiences at scale 

and anticipate user needs with broad signals 

and pattern matching even when user-level 

signals are limited due to user preferences 

or browser constraints. Advances in ML are 

moving the digital ad industry from ‘precision’ to 

‘predictive’ marketing. 

Invest in 
automation and 
machine learning 

Key takeaways marketers should anchor on to set themselves up for success.
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Again, martech/adtech is a symbiotic 
complex not a binary system. The prod-
uct is data. Data in endless cycle. In this 
environment, “compliance” is not a mat-
ter of any individual company’s abilities 
as an effective data controller or data 
processor.
   
The Myth of the Privacy Paradox

There is a widely held belief, an article 
of faith for some in the marketing com-
munity, that marketing is good – a social 
good, an economic good, a utility good, a 
consumer “good.” Marketing can abso-
lutely be good, but it is not an unmitigated 
good. We’ve all seen the consumer sen-
timent research that shows overwhelm-
ingly deep consumer concern about pri-
vacy; that customers say they will cease 
doing business or avoid privacy violating 
companies – that is, if a consumer could 
unpack all the companies touching their 
data. Yet overwhelming consumer be-
havior is wildly inconsistent with that 
purported deep concern or avoidance 
– which is demonstrably true both post 
data breach and privacy violation. I don’t 
even need to give examples. 

We’ve all clicked through app notices 
to get right to that game or utility app 
(think Brightest Flashlight). It’s unlike-
ly that the majority of us have given our 
social security number with notice and 
consent for free a cheeseburger – but 
some have. How many serial emailers 
bombard your inbox that you have not 
bothered to hit ‘unsubscribe,’ never mind 
open the email? Yes, there is notice and 
choice but averring that discrete trans-
actions, “choices” or inactions, are in-

dicia of a broad disregard for personal 
data privacy and digital space is simply 
wrong-headed and opportunistic. The 
truth is: people are generally bad at pri-
vacy self-management. It is acquies-
cence, not endorsement.  

Marketers rely on dichotomous consum-
er behavior and privacy sensibilities as 
evidence of delivery of desirable value 
in a fair exchange for data and eyeballs. 
However, the power imbalance of data 
versus lack of consumer understanding 
and human foibles permeates many con-
sumer interactions. Many “privacy value 
exchanges” are defined by increasingly 
decrementing consumer value and max-
imizing value for the publisher and mar-
keter. Right time, right place, right device, 
right CTR (Click Through Rate)/ROAS (Re-
turn on ad spend), right on. Just because 
an interaction or transaction happened 
does not make it good or desirable or fair.

It would be a mistake not to think there 
is a deep reservoir of resigned resent-
ment awaiting opportunity for release. 
Slowly, we will see that expressed in the 
right to say “no.” But that still requires 
customer action. What happens when 
meaningful privacy-by-default ships in 
browsers? Or is a simple social media 
touted extension? Or managed by an app 
that has the same access to your digi-
tal world as your password vault. It is all 
but calamitous, just remember the rise 
of the ad-blocker. (Now multiply that by 
X). Opportunities for release are coming. 
Industry can go to the old playbook and 
find the rapidly diminishing work arounds 
– or embrace the storm with responsibil-
ity and fairness.

In short, there are immense data pools 
and opportunity for conscious and un-
conscious bad actors and bad uses of 
data. There are also fundamental, intrin-
sic, and systematized limitations to get-
ting to a trustful and responsible market-
ing and adtech environment. Three key 
historical elements of this marketing and 
privacy problematique are: the underly-
ing myth of the privacy paradox; lack of  
transparency; and the unbridled market-
ing colonization of data and tech. Addi-
tionally, considered people must now add 
to these historical anchors a (re)newed 
focus on equity and fairness in code. To 
unpack these fundamental problems, we 
have to start at the beginning with prin-
ciples. 

First Principles 

To be sure, nearly all businesses across 
industries are challenged by the chang-
ing privacy and data protection regula-
tory environment. Radical realignment 
of budgets and disruption to infrastruc-
ture and processes have been required 
to meet these challenges. But this is all 
happening within a 40-year-old con-
text. All data protection laws are encap-
sulated by immutable generally accept-
ed privacy and fair information practice 
principles. OECD (Organisation for Eco-
nomic Co-operation and Development) 
privacy principles fairly cover the territo-
ry. To varying degrees, companies have 
largely built within these principle pillars 
augmented with frameworks like Priva-
cy-by-Design and curated by a rising 
cadre of professional privacy officers. 
So, for most businesses the response to 
emergent challenges is a shift in foci and 

adjustment of practices; not resetting 
foundations. To lay it bare, the problem 
for martech/adtech is that the industry 
never truly subscribed to these principles 
in earnest and in toto. When it rained, 
umbrellas were distributed; just large 
enough not to get wet. That historical re-
ality is coming home to roost necessi-
tating significant foundational repair, not 
merely a shift in focus.

 

The scope of the repair challenge is huge. 
In contrast to other businesses, market-
ing/adtech may be the only ecosystem 
in which compliant change for individual 
actors must occur at the Industry level. 
And it is as byzantine and distributed as 
any industry in history – even with ac-
celerated acquisitions, consolidations, 
and concentration of capabilities in the 
space. This multiplicity of actors does 
not fit well with compliance architec-
tures based on a worldview that divides 
actors into two groups: Data Controllers 
and Data Processors/Service Providers. 

The sheer volume 
of accessible data 
defies meaningful 

human conception, 
all stored behind 

opaque, increasingly 
imperial fortress 

walls.



26  |  Viewpoints Exclusive  |  Trust Arks by Michael McCullough Viewpoints Exclusive  |  Trust Arks by Michael McCullough  |  27

by tech and consumer protection laws 
– overcoming privacy self-management 
malaise. Privacy enhancing tech will 
get so much better in the next 5 years 
that the Privacy Paradox gap will con-
strict dramatically. Value exchanges will 
be held up against the light…, and it will 
be done out of the context of the trans-
action or sourcing event. Customers will 
opt-out and audit data holdings, shares 
and uses by agent proxies. Failures to 
honor customer preferences will be sur-
faced and maintained in cross-consum-
er relational matrixes for which there are 
ineluctable logs. Lawsuits will fly. Boy-
cotts will be had. 

Second, accountability. Regulators will 
become so much more tech savvy and 
enabled as privacy forensic tech be-
comes widely available -- as will the re-
searchers that support consumer pro-
tection. If agencies or researchers are 
aggrandized by settlements and payouts, 
the enforcement business will be good. 
Investigations will be permanent features 
in the MarTech/AdTech landscape. 

So, what does leaning in and this indus-
try-preserving change entail?

The Co-Creation of Trust Arks 

MarTech/AdTech and the advertisers 
they support need to start co- building & 

co-managing Trust Arks not just to sur-
vive the deluge or comply, but to seize 
what is just on the horizon….real, con-
nected, fair engagement and value-ex-
change.

Commit to radical transparency. Push 
transparency enabling design that pro-
motes 1st party relationship building. Ex-
periment with opt-ins versus opts. Make 
the case for consent as opposed to re-
lying only on legitimate interest or tech-
nically complying with notice and choice 
standards but using design to play hide 
the ball. Show and tell. Augment priva-
cy policies or Data Subject Access Re-
quests with infographics to show how 
data is processed and shared and how 
customers are benefitted. You are al-
ready telling them.

Harden the data ecosystem with de-
monstrable artifacts. Conduct meaning-
ful privacy and data ethics analysis of AI 
(Artificial Intelligence) and ML (Machine 
Learning) experiments. Test “nutrition-
al labels” for data collection and sharing 
including elements denoting data lineage 
and chain of custody. Blockchain could 
be efficacious for operational chain of 
custody for PII (Personally Identifiable In-
formation) 3rd party sharing. Blockchain 
plus tokenization or anonymization would 
be even more efficacious. 

Commit to fairness and real value ex-
change. Fairly examine the value and 
impact of data against the value returned 
to the customer. Seek meaningful feed-
back. And, as an aside, examining val-
ue exchange necessarily leads to better 
data valuation, aggrandizes data assets 

MarTech & AdTech is 
a symbiotic complex, 
not a binary system. 

Transparency 

Marketing is on the whole one of the 
most innocuous uses of data. Still, pro-
file building and trading of data are trou-
bling for many people, in part because 
of the opacity of the process. It is for the 
average consumer – a black box. Infer-
ence data and proxy data (say proxy for 
ethnicity) to target (or not target) through 
the backdoor what you can’t or won’t do 
through the front is intentional by some 
of the world’s biggest marketing technol-
ogy platforms. No amount of OBA (Online 
Behavioral Advertising) opt-out or Do Not 
Sell opt-outs will stop this – if a consum-
er is even spurred to action. Continued 
lack of transparency in the space means 
the overarching marketing narrative will 
be defined by the worst practices and 
actors, not the best. Inevitably, we will get 
better at identifying bad practices and 
actors. 

Colonization of Data & Tech

Marketing colonizes nearly all customer 
facing new or enhanced tech, be it voice 
assistants, smart/internet enabled TV, or 
smart displays. New tricks on the good ol’ 
timey web browser. Imagine. You’re qui-
etly enjoying an article on the web. Dis-
rupted. Jarring. Full volume, embedded 
video pop-under. “Where is it?; can’t find 
it.” “Make it stop.” Then there are the ads 
that fill up the entire page in three panels. 
Find the tiny “X”. Inhale, Aim, Hold, Shoot 
for the tiny “X”…missed it… “Oh, this is in-
teresting….’17 Kids and Counting’ is now 
‘19 Kids, and still counting’. More click-
bait. How about facial recognition and 
location syncing? Any space, any screen 

is likely to become part of the marketing 
landscape before the point of the first 
proto-type. Case in point, emotion de-
tection is a hot topic for marketers. But, 
you say, it is detection not recognition. 
I wonder what that notice and consent 
looks like. I wonder what metadata might 
be collected, stored and shared inciden-
tal to the detection. I wonder what other 
data is triangulated. I wonder what the 
value exchange is. 

Leaning Into Privacy 

Marketing puts us in touch with a larger 
world - whether it be subsidization of the 
relatively free internet, the purchase that 
delivers delight or fulfills a timely need 
or plants the seeds of aspiration for that 
dream vacation. The efforts of so many 
marketing and advertising organizations 
working on principle sets and model laws 
is a positive and meaningful contribu-
tion. From policy and legislative points of 
view, Privacy for America has produced 
a comprehensive model for providing 
consumer protection while allowing in-
dustry to innovate and flourish. IAB (In-
teractive Advertising Bureau) has made 
a substantial contribution to making the 
opt-out requirements of CCPA (California 
Consumer Privacy Act) workable at an 
industry level – even if not widely under-
stood or utilized. 

Still, the machinery in which MarTech/
AdTech have traditionally delivered con-
sumer “goods” has to change for 2 in-
dustry-preserving reasons. 

First, broad enablement is coming. Cus-
tomers will be increasingly empowered 
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Sitting at the Intersection of Product 

Design & Digital Responsibility

Ian Johnson, Chief Operating Officer

I remember – the company drive 
to become GDPR compliant.  You 
would imagine it would be a fair-
ly simple process. Lawyers would 
clearly articulate new things you 
had to start doing, old things you 
had to stop doing and help sort 
through the shades of grey in be-
tween on the parts of the new 
regulation that weren’t clear.  In-
stead, it proved to be a painful, 
somewhat messy process for 
our Product team. We would of-
ten receive impractical requests, 
asks from partners that couldn’t 
be seen to fruition, all on impos-
sibly short deadlines. Consider-
ing the obstacles we faced, it is 
with some pride that I recognize 
what our teams were able to ac-
complish and that they ultimately, 
completed the job. That said, the 
experience made it clear to all in-

volved – there had to be a better 
way.  So was born our initiative to 
build Digital Responsibility into the 
core of our offerings and active-
ly contribute to the conversation 
across the industry with our part-
ners, clients and the regulators.

Regulation is subject to change, 
but by creating and enforcing a 
strong policy agenda, your orga-
nization can proactively ensure 
that all product design is built with 
digital responsibility in mind. Once 
our policy agenda was finalized, 
we created a number of internal 
practices to ensure our Products 
and Services are not only compli-
ant, but in line with the high eth-
ical standards we have set for 
ourselves and are demanded by 
our clients.  There are three key 
components:

1 Senior leadership review board: 
A collaboration of leadership across all functional areas of the 

company that together to consider challenges and major policy deci-
sions related to uses of data and technology. This ensures leadership 
commitment to fairness to people, respect and accountability on uses 
of data and technology in our Products and Services. 

value and utility, while communicat-
ing critical information to security, data 
breach, and risks/insurance teams.  

With a necessary focus on 1st party, 
commit to relationship building over 
time. Give real meaning to “existing busi-
ness customer relationship.” Grant broad 
access to data – not just at the catego-
ry level but specific data. Done well, you 
will improve your data especially with 
your most important (valuable) custom-
ers. This will enable richer contacts and 
impactful personalization setting off a 
very virtuous circle. If you are not a tra-
ditionally regulated industry, allow VPN 
(Virtual private network) connections – 
work on building the relationship. If you 
are a traditionally regulated industry, al-
low VPN connections – use strong cre-
dentialing and identity proofing tools. 

Again, principles matter. Economic prin-
ciples as well as privacy principles. Mar-
Tech/AdTech will continue to be lucra-
tive, return value back to advertisers 
and build brands with a privacy-sup-
porting ethic – and not just a compli-
ance check. As we innovate – and we 
must innovate – we have to cogitate. We 
should start imagining and building that 
responsible data world now. The alter-
natives are less than desirable. We had 
cloned sheep, before cloning princi-
ples and applied bioethics. Nuclear and 
smart bombs, before smart bomb and 
how-to-stop-the-world-ending ethics. 
We made problems then flailed about for 
solutions. In one case, M.A.D. (Mutual-
ly Assured Destruction) was the best we 

could do. Data is THAT important to con-
sumers, citizens, society, and our collec-
tive futures. 

Lastly, I have committed to deeply con-
sidering my own biases and the social 
equity and justice implications of every-
thing I do and say in this privileged space 
of power and responsibility. I encourage 
all people of goodwill to do the same. 
Marketing by its nature involves seg-
mentation and categorization of people. 
Whether it’s a hash or a profile, it’s peo-
ple. The mere act of segmentation can 
have both intended and unintended im-
plications affecting people by virtue of 
the never-ending tail of data. 

‘Hardening’ the data ecosystem can be 
ameliorative here. I am very aware of the 
digital divide – especially with its imme-
diate implications in this time of pan-
demic (access to information, access 
to schooling; access to unemployment 
benefits). I, along with many others, am 
concerned about a reasonably foresee-
able digital privacy (and security) divide. 
If the future of privacy self-management 
(and security) is in access, the tools and 
services we can buy, and time available 
to invest, the least privileged of society 
will be left behind. The left behind here 
can be even more grossly disproportion-
ately subject to data abuses, manipula-
tion, and permanent classification. We 
have to be planful. Enabling broad par-
ticipation in privacy self-management 
ensures everyone has a place on the 
Trust Ark that can ultimately enrich busi-
ness and the marketing industry. 

https://www.linkedin.com/in/ianjohnson2/
http://kinesso.com
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clusion?” with “no clue, the machine told 
me.”  This means our algorithms have to 
be explainable, and accountable.  Lots 
of work goes into understanding what 
components really influenced the out-
put and machine learning platform pro-
viders are now delivering explainable AI  

components to contextualize these nar-
ratives.  These solutions can help point 
to datasets that may be reinforcing bias.  
Some explainable AI solutions also in-
clude “what-if” tools so you can change 
attributes to see how they impact out-
comes and their correlation with gender 
or ethnicity, for example.  Using these 
methods - such as counterfactual fair-
ness - can help reduce machine learn-

ing bias and lead to a more fair and ethi-
cal use of AI technology.

We’re still in the early days of replacing 
legacy platforms with ML solutions, but 
we’re seeing progress. And while bias 
can be extremely subtle and hard to 
identify, the good news is that it is eas-
ier to fix these biases in machines once 
identified, than the unconscious bias 
carried by people.  However – the data 
to address potential bias must be avail-
able. Data flow and availability is key to 
ensuring that our algorithms are fair, ex-
plainable, and accountable. 

Building digital responsibility into our 
Marketing Products and Services is an 
important component in turning good 
intentions into real-life, unbiased expe-
riences. In making these changes and 
correcting old mistakes, we as a com-
pany – and an industry – take a nec-
essary step toward respecting peoples’ 
wishes, rights and privacy.  I’ll end with 
a request from me, a Product person, to 
the Regulators of the world: Our regula-
tion has to protect the needs of the in-
dividual (e.g. maintain their privacy), the 
needs of society (e.g. reduce the op-
portunity for fraud) and create an open 
environment for competition (e.g. cre-
ate a level playing field for all).  Some of 
the regulation, or at least the actions by 
some of the large players in the name 
of the regulation seems to cement their 
position at the expense of the smaller 
companies ability to compete.

While bias can be 
extremely subtle and 
hard to identify, the 
good news is that it 
is easier to fix these 
biases in machines 

once identified, than 
the unconscious bias 

carried by people.

Following these practices means we can 
turn our good intentions into digitally re-
sponsible functionality delivered to our 
teams and clients… with one caveat. Up 
to this point, I’ve been talking about de-
cisions made by people, either in how 
the data can or can’t be used, or de-
ciding the rules applied in the software 
to determine an output from a series of 
inputs. However, with the ever-increas-
ing use of software decisioning based 
on machine learning, we run the risk of 
having machines learning bias from the 
data fed into them.

It should come as no surprise that the 
data fed into machine learning algo-
rithms is curated.  There is the apocry-
phal tale of the hotel chain that wanted 
to understand how room occupancy was 
impacted by room pricing and so fed 
daily occupancy data and room price 
into a ML platform.  They were surprised 
to find that the algorithm recommend-
ed putting the prices up to increase oc-
cupancy.  On closer examination they 
found the days they were full were 
during conference season where they 

could charge extremely high rates for 
the rooms and still get 100% occupancy.  
Once they added demand signals to the 
algorithm, it started making more sensi-
ble pricing recommendations.  

As one might expect, no analyst wants 
to go to a client and present a rec-
ommendation and have to answer the 
question “how did you arrive at that con-

With the ever-
increasing use of 

software decisioning 
based on machine 

learning, we run 
the risk of having 

machines learning 
bias from the data 

fed into them.

2 Digital responsibility evaluation process: 
A formal evaluation of product and services during the design phase to ensure 

that by design what we build and deliver is ethical, accountable, safe and secure.

3 Data source evaluation: 
A formal due diligence process on new data sources to ensure the data was 

ethically sourced, in compliance with applicable law and that we understand the 
permissions and prohibitions on the data. This enables us to activate the data for 
clients in ways that are ethical, and fair to people. 
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tional skips and replays, experiencing 
un-interrupted listening hours, and di-
rectly accessing the music they want to 
hear on a song-by-song basis.  Finally, 
as described below, we focus on accu-
rate targeting of ads to ensure that they 
are as relevant as possible to the Lis-
tener’s interests.

Listener Privacy is Every-
thing

From well before CCPA, or even GDPR 
came on the scene, Pandora has 
worked hard to protect our Listen-
ers’ privacy.  We go well beyond the le-
gal requirements and only share any of 
our Listeners’ data outside Pandora af-
ter our partners have executed written 
agreements that require them to protect 
that data and to only use that data to 
serve more relevant ads to our Listen-
ers, including measuring the ways our 
Listeners respond to those ads.

Working within those parameters, we 
have executed identity connections 
with a number of key ecosystem play-
ers.  Acxiom was one of the first such 
partners and has been a key part of 
our data ecosystem for over 7 years.  
We work with Acxiom to onboard their 
customers’ data for CRM targeting and 
measure the responses our Listeners 
take to those ads.  We also purchase 
some of the high-quality 3rd party data 
that Acxiom provides using an identity 
linkage based on deterministic linkages 
including a mobile device ID or a hashed 
email.  In all cases, the accuracy driven 
by the strong identity linkage ensures 

that the ads we serve are as relevant as 
possible to our Listeners’ interests.
With the passage of CCPA, we have ex-
tended even more controls over data 
usage for our Listeners, providing opt 
outs of the limited data sharing we per-
form and providing the opportunity to 
have their data deleted if the Listeners 
choose.  Because of the tight connec-
tion between our Listeners’ data and the 
music experience they receive from us, 
we have received very few requests to 
delete Listener data.  However, we are 
very supportive of giving our Listen-
ers control of their data in a way that is 
consistent with maintaining their listen-
er experience.

Accurate targeting leads 
to better value for both the 
Listener and our Advertiser 
clients

In order to ensure that ads are relevant 
to our Listeners’ interests, we use a mix 
of our own data, data that our adver-
tisers have about their customers, and 
data from 3rd party suppliers.  Our goal 
in selecting the data we use is to bal-
ance quality (whether the data accu-
rately reflects Listener interests), scale 
(the number of Listeners who share an 
interest that we can reach), and cost.  

For our own data, we use a mix of di-
rect data observations (this Listener has 
had 3 iPhones in the last 5 years) and 
modeled data (based on this Listener’s 
listening and usage, we believe they 
have children under 5 in the home).  We 

At Pandora, we recognize that our 
Listeners entrust us with one of 
their greatest assets every day 
– data about themselves.  From 
our inception, Pandora has been 
about delivering the highest qual-
ity personalized experience to 
each Listener based on their in-
terests, tastes, and desires.  Our 
music algorithms remain the in-
dustry’s benchmark in personal-
ized music delivery.  

Our service, that customers have 
come to know and love, is driven 
by a data set that includes every 
interaction we have with the Lis-
tener, including the tracks they 
play, the stations they create, the 
songs they thumb up and thumb 
down, the ads they hear and see, 
and their responses to those ads.  
That data set spans every device 
that our Listeners use to interact 
with Pandora.  To ensure that we 
deliver a truly personalized ex-
perience, each session requires a 
user login, across all devices.  As 
a result, all the data we collect is 
keyed by the Listener’s Pando-
ra ID.  In addition, Listeners en-
trust us with basic demograph-
ic and contact information about 
themselves, including their email 

address, birth year, gender, and 
home zip code.

Using all that data in a responsi-
ble way that honors the trust our 
Listeners place in us is central to 
all we do both in delivering a de-
lightful listening experience and in 
delivering ads that are relevant to 
the Listener to the greatest extent 
possible.  We take our responsibil-
ities and that trust seriously.  We 
are guided by four key principles 
in how we think about using, man-
aging, and sharing our Listener’s 
data assets.

Creating a High-Quality 
Experience for Our 
Listeners Is Our North 
Star

We very much think about ads as 
an integral part of the experience 
we provide our Listeners.  As such, 
we work hard to manage when, 
how, and how often we serve ads 
to each Listener.  We monitor the 
Listeners’ tolerance for ads and 
will adjust delivery in response.  
We also use premium ads to un-
lock premium experiences for our 
Listeners, such as providing addi-

Data Responsibility at Pandora

Dave Smith, SVP, Monetization & Yield

https://www.linkedin.com/in/davesmithgb/
https://www.pandora.com


34  |  Viewpoints Exclusive  |  Data Responsibility by Dave Smith

A Discussion with Sheila Colclasure & 

Martin Abrams

Sheila Colclasure sat down with Martin Abrams, Executive 
Director for the Information Accountability Foundation. 

 
Part I (00:04) / Digital responsibility, data regulation and what it all 
means for marketers and consumers

Part II (14:46) / Impact of data regulation, implications for various 
groups and what’s going on in the minds of regulators

Part III (25:28) / Differences between CCPA and GDPR

Part IV (37:54) / Role of IAF in Washington, predictions for 2030 and 
the value of responsible marketing
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work diligently with our team of over 30 
data scientists to identify source data 
and modeling algorithms to define this 
data and we test its accuracy with our 
Soundboard panel of over 50,000 Lis-
teners to ensure accuracy.  Most re-
cently, we have begun to work with the 
IAB’s Data Transparency standard (the 
Data Lable) to make the quality of our 
1st party data transparent to buyers.

When we use our advertisers’ data, we 
work with our partners to execute a 
deterministic link from our identity sig-
nals (primarily hashed emails and de-
vice IDs) to our partners’ identity signals 
(often more PII related).  This ensures a 
high-quality match and ensures that 
the data we bring on from our Advertis-
er partners accurately reflects the in-
terests of our Listeners.

Finally, for the data we purchase from 
third parties, we leverage our direct 
identity signals whenever possible.  In 
addition, we will also be adopting the 
IAB’s standard on Data Transparency 
to ensure that we fully understand how 
each data element is sourced, how it 
has been modeled, and how it is dis-
tributed.  This will help us to ensure the 
accuracy of the broader interest data 
we source through those channels.

We Will Only Share Our 
Listener’s Data in Ways 
Consistent with the Previous 
Three Principles

We do not sell our Listeners’ data or 
make it available to parties in the eco-
system except for the purposes of on-
boarding additional data about those 
Listeners or facilitating the measure-
ment of the responses our Listeners take 
to the ads they hear and see.  This prin-
ciple has definitely limited some revenue 
streams we might have chosen to pur-
sue in selling our Listeners’ data directly.  
However, we believe strongly that it is a 
key component of honoring the trust that 
our Listeners place in us every day.

Leveraging these four principles, Pan-
dora has become a leader in the use of 
Listener data to create a listening ex-
perience that truly delights our listen-
ers and exposes them to ads that align 
with their interests whenever possible.  
We are excited to work with other part-
ners in the ecosystem, like Kinesso, who 
share a commitment to responsible data 
usage to build powerful connections to 
consumers based on an accurate un-
derstanding of their interests.

https://vimeo.com/429074809
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Data should responsibly enhance all of 
our lives and make it easier to navigate 
our hyper connected world. Our reality as 
people, on any single day, has us interact-
ing with more channels, messages, and 
technologies than we can count.  What 
this means is that while data itself has be-
come infinite, the greater responsibility is 
the ethical use of data.  This brings in crit-
ical questions, such as: are our data laws 
helping data flow for the good of us all; are 
our laws stopping data flow and consoli-
dating in the hands of a few?  Data must 
be put in service to people and in ways 
that are respectful, inclusive, and provide 
real value.  

So how do we balance those needs? We 
must ensure that we are honoring peo-
ple’s preferences, being accountable for 
the impact and consequence of data use 
that is ethical and fair, storing and secur-
ing data with the latest technologies and 
best practices in place, and using data to 
make lives better, not simply to push more 
messages. In short, it must enhance peo-
ple’s lives, not make it more complicated.

If we can use data to responsibly con-
nect a person’s experiences, we are on 
the verge of creating something rare and 
valuable.  We can even move beyond im-
pacting simple goods and services inter-
actions, to making a real difference in our 
communities. 

Data is a key component in addressing so 
many of the world’s biggest issues. For ex-
ample, during the COVID-19 crisis, we’ve 
seen data used for good – from contact 
tracing to identifying and reaching poten-
tially vulnerable audiences with informa-

tion about available resources and how 
to limit disease transmission.  We’ve seen 
how data is a critical and positive change 
agent in a time of a health pandemic. 

Value comes when data is connected and 
drives our storytelling and marketing ac-
tivities, especially when those activities 
are focused on the greater good. More 
than ever, brands have a critical role to 
play in this equation. Brands create mar-
kets for people. They drive our economies 
and connect people to ideas and informa-
tion, becoming part of the reservoir of our 
life experiences. 

We encourage all brands to take this 
unique moment in time to think about how 
they can use the data available to them to 
not only reach a more diverse and inclu-
sive audience, but tailor their messag-
es to respectfully and creatively resonate 
with people, and to provide real value and 
connections.  Now is the time to use data 
and technology to not only acknowledge 

Now is the time 
to use data and 

technology to not 
only acknowledge 

different life 
experiences but to 
listen and respond 

with heart and 
meaning. 

How Leveraging Data Helps People 

and Movements in Times of Crises

Sheila Colclasure, Global Chief Digital 
Responsibility & Public Policy Officer

Stories have always been the con-
nective tissue of our communities 
and our world. They create con-
nections and capture our collective 
consciousness. Marketing is how 
we tell and amplify our stories. 

While we wrestle with a global pan-
demic, a long overdue international 
social justice movement, and what 
is shaping up to be a potentially 
crushing recession – not to men-
tion the existing climate, social, and 
economic challenges we were al-
ready facing – we need data and 
technology now more than ever.  
We need them to connect us in new 
ways that are fair and just and help 
us all find our path forward. We must 
have responsible data flows and we 
need innovative technology so we 
can all rise to the challenges. 

As marketers, we have an obliga-
tion to understand and be respon-
sible for our role and our place in 
the collective, in our communities, 
and to our fellow humans. And if we 
take a human history lesson, for all 
of our kindness, goodness, innova-
tions, and advancements, we have 
to reckon with the truth that some 
of our decisions and actions haven’t 

been respectful of other people or 
our planet.  We can do better. 

So where do we start?  By moving 
beyond intentions to actual prac-
tices.  This is the big gap that we 
must fill with our talents and tools 
- to practice the principles that are 
foundational to our people-cen-
tered culture. And that means we 
act ethically, be inclusive, be ac-
countable, ensure safety, and se-
curity in our use of data and tech-
nology and in all of our marketing 
practices.

 

People-Centered Principle No. 
1. – Data is about people, so the 
data itself must be treated with 
respect and care, and used 
responsibly, with fairness and 
dignity.

In short, data 
must enhance 
people’s lives, 

not make it more 
complicated.

https://www.linkedin.com/in/sheila-colclasure-4a88243/
http://interpublic.com
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security and our ethics.  In short, we want 
to guarantee that our clients, our part-
ners, our vendors are as committed to the 
ethical use of data and technology as we 
are. 

People-Centered Principle No. 3 – 
The Internet works better for all peo-
ple when it is open and fair, and data 
is critical to that equation. 

The Internet is an amazing thing. It’s con-
nected us in new ways, for the better (and 
sadly, sometimes for the worse). I’d like to 
think that the good far outweighs the bad. 
And the good is underpinned by data. 

How we collect and care for that data is 
reliant on technology and governance.  
Technology is shifting (queue the demise 
of the third-party cookie, the rise of clean 
rooms, and all things cloud), while at the 
same time the legislative landscape is 
incredibly active with consumer safety, 
choice, and transparency front and cen-
ter. It’s important and critical work on all 
fronts, and it’s necessary as we all evolve.

But we must take care that we do so with 
an eye toward openness and fairness.  
That means we must enable a myriad of 
technologist, marketers, and end users to 
work in concert with each other as they 
traverse the digital landscape.  Technol-
ogies must enable the connectivity, while 
data must enable the people connection. 

As we look across the marketing and ad-
vertising industry during what has been, 
by any measure, a tumultuous first half of 
the year, we see what is possible when 
we are all able to bring our best to table. 
We see connections being made from 
grandmas to grandchildren, from cowork-
ers to friends, from healthcare heroes to 
those in greatest need of care.

We all understand that in this time of, dare 
I repeat the phrase du jour, unprecedent-
ed change, the creative and ethical use 
of data and technology to help societies 
helps all of us. We believe in fairness and 
balance. We believe that creating value 
for people comes with the responsibili-
ty to be ethical and accountable, to pri-
oritize operational data governance, and 
be an excellent steward and guardian of 
data use. 

As you look forward, there has never 
been a more perfect time to review and 
ensure that your brand’s data and tech-
nology strategy considers fairness to 
people first, followed by building value to 
the business and its stakeholders.  There 
is no better or more noble place to start 
than by using data and technology to help 
solve crises. May we all have bright sto-
ries to tell tomorrow.

Part of conscious 
marketing is about 

reaching people 
in ways they find 

respectful, valuable, 
and fair.  

different life experiences but to listen and 
respond with heart and meaning. And 
we’re not simply talking about the age-
old problem of selling, but truly connect-
ing and creating a shared human experi-
ence based on common values.

People-Centered Principle No. 2 – 
We must be ethical with our use of 
people’s data and call out those who 
are not.

In this age of change, brands are begin-
ning to recognize that marketing has to 
become conscious.  This starts with in-
tention.  But how do we turn our inten-
tions into actions?  We harness the pow-
er of the data and technology in order to 
activate our intentions and ethically honor 
our commitments.  

Conscious marketing is about enabling 
connections that are respectful, digni-
fied, and based on what people truly care 
about. While it’s easy to get lost in our 
catchy slogans and beautiful art, we must 
take marketing further. We are talking 
about helping people and movements in 
times of crisis with the careful, thought-
ful, and intentional use of data, data sci-
ence, and technology. It’s both policy and 
practice. It’s empathetic and it’s daring.  
It’s more than the right thing to do, it is the 
thing we must do. For the good of all of us.

For example, data can be used to fuel 
equality and social justice.  In the US, a 
census is currently underway that could 
be pivotal to re-directing public funding 
and informing marketing plans for years 
to come. In addition, new regulations 

across many states are enabling data 
to provide greater insight into our social 
services, meaning effective and ineffec-
tive functions, processes or departments 
can be more easily identified, measured, 
and either advanced, corrected and im-
proved, or eliminated.  

Part of conscious marketing is about 
reaching people in ways they find re-
spectful, valuable, and fair.  During times 
of crises, it is even more important that 
we use data for good – to help find solu-
tions for the most vulnerable amongst us, 
whether it be during a global health crisis, 
a natural disaster, or social injustice.

Building trustworthy solutions starts with 
being people-centered and is backed by 
commitment and process dedicated to 
doing the right thing. People want to use 
technology and all of its conveniences 
and advantages, but they also want to 
trust the brands they choose to use. Peo-
ple want to know that the brands they in-
teract with are using their data to create 
benefits and value for them. They expect 
good intentions and an honest commit-
ment to do the right thing. And given that 
marketers are people too, quite frankly 
this is what we all expect and want. 

As a business that stewards and acti-
vates data, we take on the call for the 
ethical use of data and tech, because 
operating with integrity is good business, 
not just in good times, but even more im-
portantly in challenging ones.  At IPG, we 
conduct digital responsibility evaluations 
for all partners and vendors to ensure 
products and services comply with our 



Listen Now Kinesso’s monthly podcast where 
we cover hot topics in advertising, 
technology and data. Here on All 

Jargon Aside, our subject matter 
experts get to the heart of the issue 
by cutting through the jargon and 
presenting you with what matters. 

In Episode 1, host Graham Wilkinson, EVP of 
Product Innovation at Kinesso, sits down with 
Sheila Colclasure to discuss privacy compliance 
and data ethics.

About Kinesso

Kinesso brings together top talent in data, technology and addressable activation to deliver 

seamless data-driven marketing solutions. As a technology-enabler, Kinesso powers marketing 

systems through a proprietary suite of applications that seamlessly integrate ad tech and 

martech. Kinesso’s application framework spans audience, planning and activation, delivering 

insights and business outcomes for leading global brands. Learn more at www.kinesso.com

 

About Kinesso’s Digital Responsibility Program

Kinesso understands that a conscious, connected approach to marketing delivers the greatest 

value for people and brands. The foundation of trustworthy, conscious, and connected 

marketing is ethical and accountable data and technology. These guiding principles are 

embedded in Kinesso’s culture and activated by Kinesso’s Digital Responsibility Program, led by 

Sheila Colclasure, IPG’s Chief Digital Responsibility and Public Policy Officer.

The Program drives both thought and practice leadership to ensure the ethical, accountable, 

safe, and secure use of data and technology. This enables innovation, acceleration and 

marketplace success. To do this, the Program balances maximum data enablement with risk, 

justice and fairness using an “ethical data use” (EDU) methodology and operational data 

governance. The Program’s primary purpose is to ensure we are accountable and operate in 

ways that put fairness to people and brand safety at the center of everything we do – from 

design to activation. To learn more about Kinesso’s Digital Responsibility Program, please reach 

out to Sheila.Colclasure@kinesso.com
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